cyberflexx

Early Detection of Source Code Leakage
with DPM and Code Canaries

Scenario: Securing Software Products with Code Canaries

Your organization is developing a cutting-edge software product that incorporates proprietary algo-
rithms and sensitive intellectual property. To safeguard this valuable source code from unauthorized
access and potential leaks, you decide to implement a code canary within the software. This strategy,
combined with DPM (Darkweb and Phishing Monitoring), provides an early warning system to detect any
leakage of source code, ensuring the security of your intellectual property.

Steps Involved in the Use Case

1. Inserting the Code Canary

A unigue and non-intrusive code canary is inserted into your software product. This canary is a specif-
ic segment of code that does not affect the functionality of the software but is designed to be easily
recognizable and trackable. It acts as a digital fingerprint, allowing you to identify your source code if it
appears outside of your secure environment.

2. Setting Up Monitoring with DPM

DPM is configured to monitor various platforms for any mention or presence of the code canary. This
includes:

« Dark Web Marketplaces: Scanning for listings that offer or discuss the source code of your software.
e Paste Sites: Monitoring for any code dumps that include the canary.

* GitHub/Repositories: Watching for unauthorized repositories containing your code canary.

e Deep Web Forums: Infiltrating forums to detect discussions or sharing of your source code.

« Telegram Channels: Tracking messages and groups for any mention of the canary code.

3. Real-Time Surveillance and Detection
DPM operates continuously, scanning the specified platforms for any instance of the code canary. This
real-time surveillance ensures that any leakage of your source code is detected immediately.

4. Receiving Alerts and Taking Action

When DPM detects the code canary on any monitored platform, it triggers an instant alert to your se-
curity team. This alert includes:

« The exact location (URL or repository) where the code canary was found.

e Contextual information about the platform and potential risk.
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Upon receiving the alert, your security team can swiftly take the following steps:

* Investigate the Source: Determine how and where the source code leak occurred.

« Mitigate the Threat: Remove the leaked code from the identified platforms and secure any vulnera-
bilities that allowed the leak.

e Legal Action: Pursue legal measures against the perpetrators, if applicable.

« Strengthen Security: Enhance security protocols to prevent future leaks.

5. Ensuring Ongoing Protection

Beyond addressing the immediate threat, DPM continues to monitor for any further instances of the
code canary. This ongoing protection ensures that even if the source code is leaked again, your team
will be alerted promptly, allowing for rapid response and mitigation.

Benefits of Using Code Canaries and DPM

« Early Detection: Code canaries provide a clear and immediate indication of source code leakage.

e Comprehensive Monitoring: DPM covers a wide range of platforms, ensuring thorough surveillance.

¢ Rapid Response: Timely alerts enable your team to take swift action to contain and mitigate leaks.

« Intellectual Property Protection: Safeguards your proprietary code and sensitive information.

* Enhanced Security Posture: Continuous monitoring helps improve overall security practices and re-
silience.

Add-On Services

In addition to benefits provided by DPM, we can also support your organization by provision of:

e Security Awareness Training: Regularly update and educate employees on recognizing and avoiding
phishing attempts.

e Automated VA scanning: We can provide extended monitoring of your external exposure by perio-
dically deploying industry standard scanners (like Nessus Professional) to provide you with a list of
potential vulnerabilities.

« Verification of Security Posture / Penetration testing: We can execute penetration testing, security
assessment or red-team project, allowing for proactive verification of your organization security po-
sture (external and internal) trying to exploit any potential vulnerabilities.

« Al Chatbot / LLM Security Assessment: Conducting a security audit of Al based Chatbot or LLM for
organizations planning to expose such a service externally to customers or partners.

Conclusion

Integrating code canaries into your software products, combined with DPM’s advanced monitoring ca-
pabilities, offers a robust solution for early detection of source code leakage. This proactive approach
ensures that your intellectual property remains secure, allowing your organization to maintain its com-
petitive edge and protect its valuable assets.
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